MNpunoxeHne

CoBpeMeHHbIe BUbl KpaX W MOLLEHHUYECTB, COBEPLLIAEMbIX,
ANCTaHLMOHHBIM CrOCOGOM.

1. OCHOBHOW MOLLEHHMYECKON CXEMOM Ha CErofHsILLIHWIA AeHb OCTaeTcs
npeasior; aepxarento 6aHKOBCKOM KapTbl npuxoaut SMS-coobuieHne, nm6o
OCYLLECTB/AETCA 3BOHOK, (B OCHOBHOM Macce HoMep TesiethoHa 3/10yMbILLIEHHNKA
HauynHaetca Cc uugpp 8-495..) n MOLWEHHUWK, MOo4 TMNPEASIONOM
3ALLNTBI BAHKOBCKOW KAPTbl OT HECAHKLIMOHWPOBAHHOIO
CIMMNCAHNA OEHEXHbBIX CPEACTB, HauMHaeT BbIMaHMBaThL Y NMOTEPMNeBLUero
PEKBU3UTLI ero 6aHKoBCcKon kapTbl PIN-kog n CVC2/CVV2 (kof 6e3onacHoCcTH -
UMpbl C 06paTHOM CTOPOHbI KapTbl), a Takke CPOK e& [elcTBus W [pyrue
MepPCOoHa/IbHble [aHHble, T.e. aHaIOMMYHO Mpeasiory pasbioKMPOBKM BGaHKOBCKOW
KapTbl, a Takxe Mo MpessioroM OTMeHbl MOMbITKA OPOPM/IEHUS Ha MOTepneBLUEro
Kpeaura.

CnepyeT 3HaTb W MOMHUTb, YTO HW OAWMH PabOTHWK 6aHKa HWKOrga He Oygert
NHTEpecoBaTbCA pekBu3MTamMy Balleld 6aHKOBCKOW KapTbl, MPU OTMEHe onepauuu,
KaK MWHVMMYM TMpW 3BOHKE, OCYLLECTB/IEHHOM M3 6aHka, paboTHMK B MEPBYHO
OYEPEOb MOVHTEPECYETCH, Bbl /N OCYLLECTBNIANN
OMEPALIKOMT A ecnn faxe y Bac AeicTBUTENbHO MOSBUIOCH COMHEHME, TO
HeoOX0AMMO CBA3ATLCSA C 6aHKOM, OCYLLLECTBUTb 3BOHOK Ha ropsyyro IMHUIO, HOMepa
Tene(oHOB, Bcerga OCTaBnseT /060M paboTHMK 6GaHKa, MOWMHTEPecoBaTLCA
MPOXOAWNN NN KaKMe-TO onepauun WM MOMbITKMA MepeBoda AEeHEXHbIX CPefcTB C
Bawlero cyeta, Hy WM Kak MWHUMYM MOMPOCUTL 4YesloBeKa KOTOpbIA ¢ Bamu
CBA3a/ICA U NpeAcTaBUIca paboTHUKOM 6aHKa, Nobble Bawuwy gaHHbIe, XOTS Obl
hamunuio.... Hambonbwmnin yuwepb gna rpaxgaH CMOIEHCKOM o0651acTu oT
AaHHOro Buga.

2. BTopas cxema, 310 Korga gepxxaresito 6aHKOBCKOM KapTbl NPUXoAnT SMS
- C006LeHe 0 O6MOKMPOBaHWM ero 6GaHKOBCKOW KapTbl, W TakXke YyKasaH HoMep
TeneoHa «Cny>XX0bl TEXHUYECKON MOAAEPXKU», KaK NpaBuio, HaunHaloWwmincsa Ha 8-
800-... Korga OH nmepe3BaHMBaeT MO YKa3HOMY HOMepY, eMy OTBeYaeT $KOObl
COTPYAHVK TEXNOAAEPXKKM 6aHKa M NPOCUT ero NofouTn K GaHKomaty W AUKTYyeT
emMy pag  OencTBuid, 4ToObl CHATb  GNOKMPOBKY KapTbl. [anee, Bnageney,
«3a0/10KMPOBAHHON» KapTbl BBOAUT W COOOLLAET M3BECTHblE TONbKO €My [aHHbIe,
MoC/e Yero ¢ KapTbl CMUCLIBAIOTCA UMEIOLLMECH AeHeXHble cpeacTsa. HecmoTps Ha
TO, YTO rpaxgaH npv nosyvyeHMM GaHKOBCKOMW KapTbl MpeaynpexxaaroT, YTobbl OHU
He Co06LWann HMKakon nHpopmMaumn o ceoeit Kapte: PIN-kog n CVC2/CVV2 (kog
6e30MacHOCTM - UMgpbl C 06paTHOM CTOPOHbLI KapTbl), a TaKXe CPOK €€ AeACTBUA U
CBOW MepCOHa/IbHble AaHHble MOCTOPOHHUM Nnuam. pn BXOXAEHWUM B NMPUIOXKEHNE
CbepbaHk-OHMainH B SMS - yBeJOMNIeHUM TaKxe Ayo6nmpyeTcs MHGopmayms o ToM,
4yTOObl HWKOMY M3 MOCTOPOHHWMX He coobwann npucnaHHbii Kog, COTpYAHUKU
06aHKOB HWMKOrga He 3anpaluvBaeT 3Ty WHMOpMauMio, Takue criydanm HOCAT
MOLLIEHHMYECKUIA XapaKTep. B cnyyasax COMHUTE/IbHbIX LENCTBUIA HEOOXOAMMO
NMO3BOHUTL MO TeslepoOHaM yKaszaHHbIM Ha 6aHKOBCKOM Kapre m 3ab/10KMpoBaTh
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KapTy 419 NPOSACHEHUS cUTyauun, >

3. Crapas «kJjaccMyeckas» CXemMa MOLUEHHWYECTBa, Ha KOTOPYHO
NpoAo/HKaT nonagaTb Mua  MOXKWIOrO BO3pacTa: MOLLUEHHUKW  3BOHAT
NPEenMMyLLIECTBEHHO B HOYHOE W Be4yepHee BpeMs W CoobLlarT, YTO «Mam
(6abynb) 4 nonan B OATI v B NOAMUMIO» U NPOCAT AeHer ONs «pPeLleHuns
Bonpoca». Jlanee B pas3roBop BCTynaeT ApPYroiM  MOLUEHHWK,  KOTOPbIM
NpeacTaBnseTcqd COTPYAHWMKOM MOMMLMU W YBEPEHHO COOOLLAeT, YTO Y)XKe He pa3
nomoran Mogam TakuMm o6pasoM. [eHbrn, Heo6Xo4uMO MPUBE3TU B ONpeaeneHHoe
MeCTO W nepefatb KOHKPETHOMY 4YeNloBEKY NM60 3a HUMW NpUeaeT KX 3HaKOMbI
4esioBek, /IM60 NepeBecTV Ha YKa3aHHbIN CYET.

4. Ewe ofHMM pacnpocTpaHeHHbIM BUAOM MOLLEHHMYeCcTBa SABAANOTCS
MOLLIEHHNYECKME [eACTBUS MpWU  KYMIuU-MPogaXku ToBapa Mo 00bAB/IEHUIO,
pasMeLLLeHHOMY Ha OfHOM M3 MHOIMOYUC/IEHHbLIX WHTepHeT-calnToB. Mpu 3TOM
3/10YMbILL/IEHHUK, MOXET, Kak npogaBaTb, TaK M NoKynaTb ToBap.

Mpn npojgaxe TOBapa 3/10YMbILUJIEHHUK, KaK MpaBuio, MNpocuT
npegonaaTty, COMpPOBOXJas CBOK MPOCbOY pas/IMyHbIMKU  MpPeAnoraMn: CPOYHO
HY>KHbI [eHbIW, Y)Ke Hallesica ApYroi nokynartesb U T.n. Ilocne nepeBoja AeHeXHbIX
CpPeACTB B KayecTBe Nnpeaonarbl, Kak Npasusio, CBA3b C NPOAABLOM MpeKpaLLlaeTcs.

Mpy NOKYyMKe, 3/10yMbILWNEHHUK MPUOBPeTaeT ToBap, He TOPrysAch, /iM60
BHOCUT nMpefonnarty 3a CbeM >Kubf (KBapTUpbl, 4OMa), WUMWUTMPYS CrELUKY,
HeBHMMaTeIbHOCTb. OH AKOObl (OAWH W3 BapMaHTOB MOLLEHHWYECTBa) MNepeBoauT
CyMMmy 60/bLLe, YeM MPOCUT NPOoJaBeL, HO Ha CaMOM fJefie MPOXOANUT PErncTpauuto B
npunoxeHnn CoepbaHK-OHMaiH, Npu aToM ybexkaaeT NpoAaBLOB coobLwaTb eMy BCe
NMpUCnaHHble fIOTUHbI W Maponn, a 3aTeM OCYLLECTB/IAET MepeBOAbl [eHEXHbIX
CPeACTB C pPas3/IMYHbIX CYETOB MPOAaBLIA Ha CUET ero »ke 6aHKOBCKOW KapTbl Y MPOCUT
4acTb [leHer nepeBecTn 06paTHO.

5. PacnpocTpaHeHbl 1 TakKMe BUAbl MOLLEHHUYECTB, Kak B3/10M aKkKayHTa
B COLMa/IbHbIX CETAX M paccbl/ika ApYy3bAM MONb30BaTeNsds COO6LWEHUA OT ero
MMEHWN C NPOCLOOIA O NepeYnCc/IeHUN AeHer, NPy 3TOM TeNle)OHHOr0 KOHTaKTa He
NpPoOuCXoanT. A  pea/ibHbl  Brafenel, CouMasibHOM CTpaHULUbl [aXke He
NMoA03peBaeT, YTO OT ero MMeHU MPOCAT AeHEr.

Nnn >xke nocne pasMeweHWss O MpofaXke Yero-mmbo B CETU WHTEPHET,
HauMHaKOT NpuxoanTb SMS-coobLeHnst 06 0OMeHe M YKa3bIBAETCA CCbIKa, nepenas
MO KOTOPOM MOXHO MOCMOTPeTb TOBap M ycnoBus obmeHa. Ho Ha camom fene
nepenas no CCblKe, YCTaHaBMMBAETCA MNPOrpaMMHOE O6ecrneyeHne, KOTopoe
BbIBOAWUT [EHEXHble CpeAcTBa C 0GAHKOBCKOM KapTbl (ecnv MOAK/IoYeHa ycnyra
«Mo6U/IbHBIN 6aHK»), 6/10KMPYeTCs MOCTYN/IeHNe SMS-Co06LLeHnn ¢ Homepa 900
(Hanbonee noaBepXXeHbl MOOW/IbHbIE TEPMUHbI C  OMEPauyOHHOM  CUCTEMOM
AHppoug).

6. OfHMM M3 HOBbIX CMOCO60B MOLLUEHHMYECTB, SAB/SETCA 3aBfafjeHue
pekBM3nTaMM 6aHKOBCKUX KapT Mof MpeasioroM MpeaocTaBfieHUn YCiyru
[AOCTaBKM Tpy30B WM MOE34KU MO 00BbABIEHUAM cepBUca NomMcka NnonyTYMKOB
«blablaCar».

MOLLUEHHVKN PErucTpupyroTcd B COOOLLECTBE MOMYTYMKOB, MpegiaratoT
MOABE3TM XXEPTBY WM /MO0 TpebytoT npegonnary uyepes (PULLMHIOBBLINA CailT, SM60



MbITAOTCA Pa3IMYHbIMK Cocobamm yrHaTb PeKBU3UTbI GAHKOBCKMX KapT.

MoweHHNKKN pa3melyatoT Ha BlaBlaCar o6bsiBneHUs 0 CBOGOAHbLIX MecTax B
MallVHE, HMYEM He OT/INYaloLMecs OT HaCTOALMX, M AaXKe LeHbl YKasbiBalT B
npegenax HopMbl. MapLUpyTbl OHW BbIOMPAKOT Kak MonynspHble, Tak Y He OYeHb.

Korga nonb3oBateslb OTK/IMKAETCA Ha OObSABMEHME, MOLUEHHMKM B 4yaTe Ha
cavite BlaBlaCar npocAt ero cBssatbcs ¢ HUMM B WhatsApp ¥ OTNpaBnstoT HOMep
TenegoHa. OCKONbKY MOMUTMKA CepBMca 3arpeLyaeT nepecbiatb B COOOLLEHMAX
KOHTaKTHble [JaHHble, «BOAMTE/b» MULLET HOMEpP CI0BaMW.

O6cyXaeHne [feTaneld MOe3[KM TOXKe Ha NepBblil B3NS4 He Bbl3blBaeT
NoJ03PeHNA. MOLUEHHUKN OXOTHO MOAAEPXKMBAKOT Pa3roBop 00 WHTEPeCyHLLMX
naccaxupa noApobHOCTAX M [Jaxe caMy 33[at0T YMEeCTHble B KOHTEKCTE MOe3fKu
YTOYHSAOLLMe BOMPOCHI.

Korpga peub 3axo4MT 06 onnate MOe3fKu, XXepTsee npea/iaratoT «KynuTb ouneT»
Mo ccblnike Ako6bl Ha BlaBlaCar (Ha3BaHue cepBuca NPUCYTCTBYET B afipece CainTa).
[Moyemy Hafo BOCMO/IL30BATLCA WMEHHO TaKMM, HEMNpPUBbLIYHLIM A1 MOCTOAHHbLIX
nonb3oBartene  NaaT@opmbl,  (opMaToM  OMNaTbl, OOBLACHAKT  MO-pa3HOMY.
Hanpumep, OAWH >KYNNK YTBEPXAAET, UYTO OH «O(UUMaIbHBIA BOAUTENb» W
Ha/IMYHbIE He MOALePXKMBaeT. B gpyrom cnydae yb6eauTb XXepTBY MbITAKOTCA
BOHyCcamy 1 K3L6eKOM, KOTOpble BOAMTENb AKOObI NOMYYNT NpU Orarte Yepes caur.

Ha camom gene Hukakux 6unetos B 1aB laCar He npofaer.

cnonb3yinTe HafeXHYH 3aluTy, KoTopas 3ab/oKuMpyeT (PULIUHIOBBLIA WK
MOLLIEHHNYECKWIA CaIT, eC/IN Bbl NOMbITAETECH HA HErO NepPenTy.

7. Takke aKTya/lbHO CXEMOW MOLLEHHMKOB SAB/ISIETCA MPeasior nokKynku
aKUMin KPYMHbIX rOCYyAapCTBEHHbLIX (KOMMEPYECKMX) NPeanpUAaTUiA B OCHOBHOM
3HEpro - pecypcHbIX.

8. Kpome TOro noctynawT 3BOHKW OT MOLUEHHMKOB Moj Mpeasiorom
AOMOSTHATENBHONO 3apaboTKa Ha 6UPXKEBbLIX M/IOLLAAKaX M0 TOProBAn akUUAMH,
o6nnraunaMm 1 MHbIMN NPOU3BOAHBIMU MHCTPYMEHTaMMU.

Bce BUAbI MOLUEHHWYECTB U KPadK [EHEXHbIX CPeAcTB C OaHKOBCKUX
KapT, coBepLlaeMbiX AMCTAHLMOHHbIM CMOCO60M, HEBO3MOXHO onucaTb, T.K.
OHM TMOCTOSIHHO BWOM3MEHSAIOTCH, HO CMOCO6bl 3aWMTbl OT HUX OCTaKTCH
HEM3MEHHbLIMU: a

He coobuwaite Hukomy PIN-kog n CVC2/CVV2 (ko 6e30nacHOCTU -
UMpbl C 06paTHOW CTOPOHbI KapTbl), a Takke CPOK e& [eiCTBUA U CBOW
MepcoHasibHblE fJaHHble. HW ogvH G6aHK He OyAeT Mo TenedhoHy cripawumBatbh Yy Bac
3TN PeKBM3UTbI. [N 3a4MCneHnss CpeacTB Ha Ball CYET A0CTaTOvHO vwb  16-
3HAYHOr0 HOMepa, YKa3aHHOro Ha INLEBOW CTOPOHE KapTbl.

He coobuiaiite Hem3BeCTHbIM nvuam PIN-Kog A1 BXOo4a B Ball OHMANH-
6aHK - 4N NepeBofa AeHEXHbIX CPeACTB aT0 He TpebyeTcs.

He ncnonb3yite kapTbl C OCHOBHbLIM CBOMM (DMHAHCOBLIM KanuTaioM A/s
onnaTbl B CETN VIHTEpHET.

He pekoMeHAyeTCs BXOAMTb B UHTEPHET-6aHK C Yy>XXMX KOMIMbIOTEPOB WK
U3 NMyGNNYHBIX He3awmLLeHHbIX ceTern Wi-Fi.

Ha nuyHOM  KOMMNblOTEpe, CMapTgoHe, MNaHLWeTe  YyCTaHOBUTE
aHTMBMPYCHOE NporpaMMHoe obecrneyeHrie 1 CBOEBPEMEHHO ero 06HOBNANTE.



He ckauvBainTe aii/ibl U3 HENPOBEPEHHbLIX UCTOYHWUKOB ((hainIooOMeHHbIe
CepBuCbl, coumanbHble ceTv). He nepexoguTte Mo CCbiiKaM Ha WMHMOPMaUMOHHbIE
pecypcbl, NOMYYEHHbIX OT COMHUTE/IbHbIX WCTOYHMKOB. He OTKpbIBaiiTe (hainbl 13
MOA03PUTENBHO 3NEKTPOHHOW MOYTbI.

Mpy 3BOHKe 0 MonaBLUMX POACTBEHHMKAX B MOMULMIO: HE MaHUKYWTe,
3aariTe BONPOCHI IMYHOr0O Xapakrepa (XOTa Obl KaK 30BYT BalUMX POACTBEHHUKOB Y
NX 6/IM3KKX), NPEpBUTE Pa3roBOP W MOMbITalTeChb CBA3ATLCA C TEM POACTBEHHUKOM,
KOTOpbIA AKOObLI nonan B Gefy;

Mpn npocbbe 06 OA0MKEHUW AeHEer B LOT, MOCTYMUBLLENA B COLMAIbHbIX
ceTsX, ybeamutech, YTO npocbba npulia MMEHHO OT TOro NMua, KOTOPOe NPOCUT -
MPOCTO MEePE3BOHUTE eMY.
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